UnrepHer 6esonacHocTb

Henb3s orpunate Toro gakra, 4to HHHOPMAILTMOHHO-
TEJICKOMMYHUKAIIMOHHAsA ceTh «ITHTEpHET» BCE TeCHEE
MPOHUKAET B HAITy C BaMU KHU3Hb.

U
Jlist omaux BecemupHas ceTh crana \
MCTOYHUKOM 3HAHUM, JIS APYTHX
paboTOi, KTO-TO HAIIEN C boIbIIMHCTBY U3 HAC
noMo1pto HTEpHETA NIpy3€ei, a AO0CTAaTOYHO CJIOKHO
KTO-TO JIa’K€ CMOT HAJIaJUTh CBOIO IPEACTAaBUTh JIEHb 0€3
JUYHYIO KU3Hb. OHJIANH-00IIEHUS C APY3bsIMU,

IIPOCMOTPA CBEKUX HOBOCTEU
WJIA HOBBIX POJIMKOB.

Passutue B Poccuiickon ®@enepannu, Kak
Y BO BCEM MUPE, AIEKTPOHHBIX
TEXHOJIOTUHI U TEJIEKOMMYHUKAIIMOHHBIX
ceTeil, BceoOI1asi JOCTYITHOCTh B
17100a7IbHOM KOMIIBIOTEPHOM CETH
VHTEpHET pa3nnyHbIX HHPOPMAIMOHHBIX
pECYPCOB CIIOCOOCTBOBAJIO MOSBICHUIO
 IPUHIUANHUAIBHO HOBOTO BUA HAPYIICHUS
3aKOHA — KMOEPNPEeCTYMHOCTH.

KuOepnpecTynnHOCTb — HE3aKOHHbIE
AeHCTBUS, KOTOPbIEe OCYIIECTBJISIOTCS
JIIOIbMH, HCIOJIb3Y O IIUMH
UHGPOPMALMOHHBIE TEXHOJIOTUH IS
NPECTYNHbIX LeJIeH.




KubepnpecrynHOCTb

Haunbonee pacnipocTpaHEeHHBIMU PECTYILICHUSIMU B cdepe
KOMIBIOTEPHOU MH(OPMALIUU SIBISIOTCS OJIOKUPOBAHUE CANTOB U
JIOKaJIbHBIX KOMIIBFOTEPHBIX CETEN, HE3AKOHHOE KOITMPOBAHUE
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OTBETCTBEHHOCTH 3a COBEPIICHNE KOMIIBIOTEPHBIX
MPECTYIUICHUH MPEAYCMOTPEHA INIABOU 28 YTOJIOBHOTO
kosiekca PO, umenyemoit «IIpectymienus B chepe
KOMIIBIOTEPHOU MHMOpMALIUM.

JlaHHas 171aBa COIEPKUT TPU COCTaBA
o l l NpecTyIUIeHni — CT. 272
WWWO (HEmmpaBOMEPHBIN JOCTYII K
KOMIIBIOTEPHON MH(MOpPMALINK), CT.
273 (co3maHue, UCIIONB30BAHUE 1
pacnpoCTpaHEHUE BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOrpaMm), cT. 274
(HapylIeHHE MPABUJIT SKCIUTyaTalluu
CPEACTB XpaHEHHUs, 00paOOTKH MU
Iepeaayu KOMIbIOTEPHOU
uHpOopMaui 1 HHPOPMaIOHHO-
TEJICKOMMYHUKAIIMOHHBIX CETEN).




NepcoHanbHbIE AaHHbIE

Ilepconanvhnule 0annvle — 310 NHPOPMALIUA O KOHKPETHOM YEIOBEKE.
DTO T€ AaHHbBIEC, KOTOPHIEC MO3BOJISIIOT HAM Y3HATh YEJIOBEKA B TOJIIE,
UJCHTUPUIIUPOBATH U OMPEACIUTH KaK KOHKPETHYIO JIMUHOCTh. Takux
UJECHTUPUIHUPYIONIUX JAHHBIX OTPOMHOE MHOXXECTBO, K HUM
OTHOCHATCHA: (paMUJIUsA, UMS, OTYECTBO, 1aTa POKIACHUSA, MECTO
POKIEHUs, MECTO KMTEJILCTBA, HOMep TeJiepoHa, aapec
3JIEKTPOHHOM MOYTHI, (poTorpadus, BO3PACT U MP.

HCpCOHaJ'IBHBIe JAAaHHBIC HC CTOUT IMyTaTb C JTWYHBIMH JaHHBIMU.

JInuHbpIe TaHHBIE — 3TO BOOOIIE COBOKYITHOCTh BCEX JAHHBIX O
nosib3oBaresie B Cetu. Hammpumep, 1aHHBIE O T€0T0KANH, CTaTUCTHKA
110 HanOoJiee moceIaeMbiM HHTEPHET-CTpaHuiiaM, pororpaduu u T.1.

KoMy HYKHBI Ballld NIEPCOHAJIbHbIE JTaHHbIE?
80% MpecTyMHUKOB O€pyT HHPOPMAIIHIO B COICETSX.

JInunast uHpopmaIys UCIOIb3YETCS JJIs1 COBEPIICHUS TAKUX
NPECTYIUICHUM, KaK IIaHTaXK, BRBIMOTaTeILCTBO, OCKOPOJICHHUE,
KJICBETA, KUTHETITINHT, XUII[CHUE.

O
Oneparopkl U UHBIE JIMIIA, /% x

IMOJY4YMUBIIUC NOCTYII K 9
IICPCOHAJIBHBIM JTAHHBIM, 065{33HBI- .

HE PacKpPBIBATH TPETHUM JIAIAM U | m
HE PacIpoOCTPaHITh
MEPCOHAIBHBIE JJAHHBIE 0€3 I I
coracusi CyObeKTa MepCOHaIbHbBIX
JTaHHBIX, €CIIU UHOE HE
IpeayCMOTPEHO (PeaepaibHbIM
3aKOHOM.




Kak 3alMTUTH CBOM NEePCOHAJIbHBIC JaHHbIE?

B a0contoTHOM OOJIBIIMHCTBE CIy4aeB Mbl CAMU YKa3bIBAEM CBOU
NIEPCOHANIbHBIC JJAHHBIE TIPU PETUCTPAIIMU HA CaWTaX,
oopMIIeHNH 3aKa30B B HHTEPHET-Mara3nHax, 3aroJIHCHUH
po IS B COMMANTBHBIX CETAX WJIU TaXKe MPU COCTABICHUN
TIOMICKOBOTO 3ampoca.

OOpaTuTe BHUMaHUE, MPOJ0JDKAs PErUCTPAIMIO HA JTI000M caiTe,
BbI COTJIAIIAETECh C TIOJB30BATEIILCKUM COTJIAIICHUEM, CTaBs
«TaJIOYKy» TPH 3aMOJIHEHUH eT0 nojiel. OOBIYHO 3TOTO
JTOCTATOYHO, YTOOBI Pa3pEIINTh BIIaJICTbIIaM CaiiTa UCIIOJIH30BATh
BBEJICHHBIC BaMH JIaHHBIC TIPU pabOTE C €r0 CEPBUCAMM.
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Kpome Toro, HUKTO He 3allUIICH OT B3JIoMa 0a3 JaHHBIX,
coJiepKallluX MEPCOHANBHY HH()OPMAIIUIO, UIIM IIPOCTHIX
OIIIMOOK M YEJIOBEUECKOM OMPOMETUYUBOCTH.
Hanpumep, pecucmpupysce unu asmopusysacey na caume
yepes COyUaIbHyI0 Cemv, 8bl paspeuiaeme caumy noayyums
8aUU TUYHbIE OAHHbLE, U MOYHO HEU38eCMHO, KaK OH Oydem
UMU nOIbL308amMbCs. TouHO mak dice 000U 8aul 360HOK 8
Ma2a3ut UiU CaioH A8MOMAmMu4ecKu 6HOCUM 8aul HoOMep 8
bazy noiv3osameineti 3Mou KOMNAHUL.



Kak 3aluTUTLCS ?

Orpannusre 00beM HHGOpMaIUU o0 cede, Haxondiiecs B HTepHere.
VYnanutre naumHue ¢otorpadun, BUAEO, aapeca, HOMepa TenedOHOB,
JaTy POXKICHUSI, CBEACHUS O POIHBIX M OMU3KUX W HUHYKO JIMYHYIO
uHdOopMaIuIo.

He ornpasnsiite Bugeo u dororpaduu
JIOSIM, C KOTOPBIMU BbI TIO3HAKOMUJIUCH
B UHTepHere u He 3HaeTe HUX B
pEaIbHOM KU3HH.

OTmpaBisiss KOMy-M00 CBOU
NEePCOHAIbHBIC TAHHBIE WU ‘
KOH(pUIEHIMAIbHYIO UH(}OpMaIuIo, /
y0enurech B TOM, 4TO ajpecar —

JIEHUCTBUTENILHO TOT, 33 KOTO CEOsI BBIIAET.

Hcnionp3yiTe TOMBKO CIOKHBIC MAPOJIU, Pa3HbIE ISl PA3HBIX YUYETHBIX
3anuceu u cepBucoB. [lonb30Barenu, KOTOPbIE UCTIONIB3YIOT OJIMH U TOT
e TapoJib JJIsl BCEX CEPBUCOB, MPU KOMIIPOMETAILIUH XOTSI ObI OJTHOTO
U3 CEPBUCOB MOTYT MOTEPSTH TOCTYI KO BCEM CBOUM YUYETHBIM
3anucsaM. [I0BTOpHOE HCTIONIb30BaHKE MAPOJIEN KAaTETOPUUYECKU
3aIpenIeHo.

PerﬂﬂpHO MEHSIUTE IMapoJIin, KCJIATCIIbHO HE PCIKEC pa3a B MCCIIILI.

3aBenuTe cede Ba ajapeca dAEKTPOHHOM MOUThl — YACTHBIN, NS
NepenucKy (MPUBATHBIN U MAJIOU3BECTHBIN, KOTOPHIA Bbl HUKOT/A HE
nyOJauKyeTe B OOIIEAOCTYMHBIX UICTOUHUKAX) U MTyOJIUYHBIA — JIJIs
OTKPBITOM AesATeIbHOCTH ((hOPYMOB, HaTOB U TaK J1aJiee).
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Ecnm Bl Yike CTanau $RepTBON ..

Heo0xoqumo o0paTuThCA B YIIOJTHOMOYEHHbIN
OpraH B cjepe NePCOHAJIbHbBIX JAHHbIX —
PockomHanszop, a TouHee, €ro
TePPUTOPHUAIBHOE YIIPaBJIEHHUE.
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MoweHHUYCCTBO

{
TeneponHoe MOIIEHHUYECTBO f/
=  (OOwmaH 1o Tenedony. '

= CMC-mpocbba 0 MOMOIIIH. \% — .
' MounieHHH4Y€eCTBO

* Bemwrpsii B jioTepee B COIMAJIBLHBIX CeTsIX

= [IITpadubie cankIU .
¢ PacnpocTtpaHeHue cCbUIOK Ha

*  OmuOOYHBIN MEPEBOJ] CPEIICTB. BPEIOHOCHOE [IPOrPAMMHOE
oOecrieueHue
: +* 3HaKOMBbIE€ HE3HAKOMIIBI.
Paxswol ® ¢ IIpockObI 0 PUHAHCOBOI ITOMOIIIH,
O 0JIarOTBOPUTEIbHBIC aKITUH.

Lo

MonIeHHAYEeCTBO HA calTax
0eCILIATHBIX 00BABJICHUN

o Omnara Wiy npenorJiaTa 3a Bail TOBap

o Ilpengomara 3a mokynaeMblii TOBap.

o CMC-coo0I11eHus CO CChUIKOMA.

\
1234 5€ 9012 3456

cARDML_ER /5
NAME

MolleHHI4Y€eCTBO ¢ 0aHKOBCKHMMH KapTaMHu

0 CMC-coobmienne o OJIOKUPOBKE
OAHKOBCKOM KapThl
0 TenedoHHBII 3BOHOK «paOOTHHKA
OaHKa»
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5e@30nacHOCTb B CETU

He nepenaBaiiTe CBOI0O JUYHYIO HHPOPMALMIO YEpe3 OOIIEeTO0CTYIHbIE
Wi-Fi cern. Mcnonp3yiiTe 1 0OOHOBJISHTE aHTHBUPYCHBIC MPOTrpaMMBbl U
Opanamayap.

Hcnonb3yiiTe TONBKO 3alliMileHHOe coenuHenue uepe3 HTTPS, a ne
HTTP, 1.e. npu HaGope BeO-ampeca BBOaU UMEHHO «https://».

B MobunsHOM Tenedone orkimrounte Qynknuio «[lomkmouenne k Wi-Fi
aBTOMAaTUYECKN.

He nomyckailiTe aBTOMaTHYECKOTO TMOAKIIOYEHUS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 Barmiero cormacusi.

OrpanuubTe CHUCOK JIpy3€d B COIMAIbHBIX ceTsAx. Y Bac B npy3bsx He
JOJIKHO OBITh CTyYailHBbIX U HE3HAKOMBIX JIIOCH.

3amuinaiiTe CBOIO YacTHYIO kU3Hb. He ykaspiBaliTe maposu, TenedoHsl,
azpeca, 1aTy TBOErO POXKIEHUS U IPYTYIO JIUYHYIO UH(POPMALIHIO.

JInst  comumanbHOM CEeTH, TOYTHI M JAPYruX CaWTOB HEOO0XOIUMO
UCITI0JIb30BaTh Pa3HbIE MAPOJIH.

Cnenute 3a cBouM akkayHToM. Eciu Bel momo3peBaete, uto Baima
aHKeTa ObLTa B3JIOMaHa, TO HEOOXOAUMO 3a0JOKMPOBATh €€ U COOOIIUTH
aJIMUHUCTpaATOpaM pecypca 00 3ToM.

Eciu Bac B3nomanu, TO HEOOXOAUMO MPEayNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE €CTh Y Bac B apy3msax, o ToM, uto Bac B3nomanu u,
BO3MOXHO, OT Barmero umenu OyIeT pacchbulaThCsl ClaM U CCHUIKM Ha
(UIIUHTOBBIC CANTHI.

He oTkpeiBaiiTe ¢aiiyibl U Apyrue BIOKEHUS B MUCbMaX JaXXKe €CIIU OHHU
npunuiv ot Bammx apy3eu. Jlydile yroUHUTE Yy HUX, OTIPABIISIINA JIU OHU
Bawm st daiis.

U
-




